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Contributing and Providing Feedback

CIS harnesses the power of collaboration from a global community of cybersecurity experts 
to safeguard public and private organizations against cyber threats. This document has 
been developed with input from a variety of contributors who have helped shape the 
result.

We wish to thank everyone who helped create this CIS Videoconferencing Security Guide.

Editor

Matt Woods (CIS)

Contributors

H. Philip White (CIS)
Vittal Sher (Community Contributor)
Darren Freidel (CIS)
Bill Hennings (CIS)
Tony Sager (CIS)
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Join Our Community

CIS is constantly looking to grow our community of contributors for this project, and the 
many other guidance projects currently in development. To get involved, first get a free 
account on CIS WorkBench. From here you can access the CIS Videoconferencing Security 
community  and many other technology communities (Windows, Linux, network devices, 
cloud providers, etc.).

In these communities, you can ask questions and provide feedback that will be viewed and 
discussed not only by CIS personnel, but with the broader community of subject matter 
experts (SMEs) who develop CIS guidance.

If you have any questions or need help getting involved, please send an email to: 
benchmarkinfo@cisecurity.org.

We thank you for being part of our community and look forward to your contributions!

https://workbench.cisecurity.org/
https://workbench.cisecurity.org/communities/124
https://workbench.cisecurity.org/communities/124
mailto:benchmarkInfo%40cisecurity.org?subject=
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Introduction

Videoconferencing is a great way to connect with co-workers and peers, especially when 
in-person meetings aren’t possible or feasible. Videoconferencing eliminates the extra 
expenses it would take to meet in person, such as travel, and saves on time when it comes 
to planning a meeting. With recent events, videoconferencing has become an even more 
important business tool, since in-person meetings have been discouraged. 

Unfortunately, this growth has also made it a target for a series of new attacks against 
remote workers and the organizations they work for. Here are a few of the attacks recently 
observed: 

• Meeting Bombing: In this type of attack, an uninvited guest joins a video conferencing 
meeting either to listen in on the conversation or to disrupt the meeting by sharing 
inappropriate media.

• Malicious Links in Chat: Once attackers gain access to the meeting room, they can trick 
participants into clicking on malicious links shared via the chat, allowing attackers to steal 
credentials or attempt to install malware.

• Stolen Meeting Links: Reusing meeting links makes it easy for attackers to use them, too.

• Host Privileges Transfer: In this type of attack, a participant can wait until the end of 
meeting and if the host leaves before all the attendees, the participant can become the 
host.

Videoconferencing security is not only in the remote worker’s and company’s best interest, 
in many cases, it is the law. Recent government regulations like the Health Insurance 
Portability and Accountability Act (HIPAA) and the Sarbanes-Oxley Act of 2002 require 
that medical providers, financial institutions, and other corporations secure all digital data 
associated with their customers and patients. Meeting recording also opens various privacy 
laws (e.g. GDPR, CCPA) including cross-border data transfers. That includes all electronic 
transmissions of personal client data including even videoconferences.

This guide’s goal is to provide overall security guidance to mitigate these types of attacks, 
and be applicable to a wide variety of videoconferencing systems and their users. In 
addition, it will give some more specific guidance for a few systems in common use.

This guide is roughly organized based on the CIS Controls Implementation Group 1 (IG1) 
security controls for basic cyber hygiene, which is a great starting point for any security 
effort. It is bolstered by experience and feedback from the CIS Benchmarks, which provide 
detailed technical security configuration guidance for a variety of technologies, including 
some videoconferencing technologies.

https://www.cisecurity.org/controls/
https://www.cisecurity.org/cis-benchmarks/
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How to Use This Guide

This guide is primarily written for the remote worker, since to a large extent they are 
responsible for the security of their remote work environment. Of course, the company’s 
IT organization will have some involvement in all this and will certainly be there to assist. 
But in the end, some of the responsibility is the remote worker’s and this guide is designed 
to help.

There are many security recommendations made in this guide based on best practices, 
but what specific recommendations a given organization decides to implement depends 
on that organization’s confidentiality needs and risk tolerance. A law firm may want to 
implement most or all the recommendations, where a private fitness coach may not. 

This guide should inform an overall Work From Home and Remote Worker (contractor, 
etc.) policy. This broader policy is especially important in larger organizations that may 
have a geographically diverse set of remote workers, and where privacy laws come into 
greater play.
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Shared/Coordinated Responsibility

There are many variations in terms of responsibility with regard to remote workers, their 
equipment, and software. In some companies, much of the remote worker equipment and 
software is provided and controlled by the company’s IT organization. In other cases, the 
company has a Bring Your Own Device (BYOD) policy where the remote worker provides 
most, or all, of the equipment and software. 

This leads to some form of shared/coordinated responsibility for the security of the remote 
worker’s videoconferencing. The details of this shared/coordinated responsibility should 
be documented in a formal Work From Home and Remote Worker policy and provided as 
training material for the appropriate personnel. The following table describes aspects of 
this sharing.

Remote Worker  
System Area

Company IT 
Responsibility

Remote Worker 
Responsibility

Notes

Physical Devices

• Updating software / firmware
• Software installation / removal
• Configuration
• Anti-Malware

In many cases In some cases Larger organizations likely have company IT involved in managing this area. 
This is especially true in Virtual Desktop Infrastructure (VDI) environments, 
where remote workers use software, or dedicated “thin client” computers, to 
access their actual work desktops. 

Smaller companies may leave much of this to the remote worker. 

Videoconferencing Software

• Software update
• Requiring encryption and type
• Requiring password
• Password complexity / generation
• Automatic Meeting Lock
• Allowing personal room
• Allowing join before host
• Allowing chat
• Allowing file sharing

In many cases In many cases Larger organizations likely have company IT involved in managing this area. 
This is especially true in Virtual Desktop Infrastructure (VDI) environments, 
where remote workers use software, or dedicated “thin client” computers, to 
access their actual work desktops.

Smaller companies may leave much of this to the remote worker.

In addition, it is very common for remote workers to have multiple 
videoconferencing software installed, since different organizations use 
different packages. It is likely up to the remote worker to keep these up to 
date or use web client versions. 

Meeting Setup and Running

• Picking meeting type  
(personal room, etc.)

• Verifying attendees
• Participant management
• Video usage
• Screen sharing usage
• Chat management
• Meeting recording
• Disclaimer statements

Rarely, if ever In all cases In the end, it is up to the remote worker to setup, run, and attend meetings 
securely. 

Unfortunately, there is no standard answer, since every company and remote worker 
situation is different. It is up to the company’s IT department and the remote worker to jointly 
determine how this responsibility is shared in their particular instance. The next section will 
describe in more detail the general guidance around the remote worker system area.
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General Security Guidance

The overall goal is to provide generic guidance for a wide variety of videoconferencing 
systems and configurations. Who actually does this work is very organization-dependent, 
but in general this guidance assumes the remote worker has at least some responsibility for 
securing their remote work environment. But certainly, the company’s IT department can 
be involved as well.

Having a basic understanding of the remote worker’s network and the devices connected 
to it is an important first step and relates directly to the following CIS Controls IG1 
safeguards:

• 1.4: Maintain Detailed Asset Inventory – Discover and track what is on the network.

• 1.6: Address Unauthorized Assets – Remove devices that do not need to be there.

This is important since every device on the remote worker’s network potentially can be a 
target for attackers if they can reach it and it has known vulnerabilities. This is especially 
true for the remote worker’s router (Figure 1). The router should be the primary item 
identified (manufacturer and model). It should be easy to find by following the physical 
connection from the remote worker’s internet provider back into the connected office 
equipment.  

Know the Network
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Determining what is connected to the remote worker’s network is more challenging and 
outside the scope of this document, but most routers will have the ability to track and list 
connected devices via their management pages. Additional information on securing a 
home office can be found in the CIS Control Telework and Small Office Network Security 
Guide.

Having a good understanding of the videoconferencing software installed on the remote 
worker’s system is key to staying secure and relates directly to the following CIS Controls IG1 
Safeguards:

• 2.1: Maintain Inventory of Authorized Software – Discover and track what 
videoconferencing software is installed on the remote worker’s system.

• 2.2: Ensure Software is Supported by Vendor – Remove or update any 
videoconferencing software that is old, especially any software that is no longer 
supported by the maker.

• 2.6: Address unapproved software – Remove any videoconferencing software that the 
remote worker’s company does not allow or any that is not used on a regular basis.

Figure 1. Example Home/
Small Office Network 
Configuration. Sometimes 
the modem and router 
are combined into a single 
device.

Know the Software

https://www.cisecurity.org/white-papers/cis-controls-telework-and-small-office-network-security-guide/
https://www.cisecurity.org/white-papers/cis-controls-telework-and-small-office-network-security-guide/
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These recommendations are important since every piece of software on a system could 
potentially can have vulnerabilities that are publicized and ultimately patched by the 
maker. The only way to know if the remote worker is potentially affected is to know 
what software is on that remote worker’s system. Also, strongly consider removing any 
videoconferencing software installed on the system that is rarely, if ever, used.

For occasional meetings, a better approach is using the web client version of the given 
videoconferencing software. This generally means nothing is permanently installed 
on the system that has to be tracked or patched, and the overall security is handled by 
the browser which is likely more thoroughly tested, and more secure, than any specific 
videoconferencing client software. The downside of this approach is that the web client 
versions generally have fewer features than the full client, but for occasional meeting 
attendance, this will likely not be an issue.

Keeping the remote worker’s operating system and applications updated, including 
the videoconferencing application, is important for security and relates directly to the 
following CIS Controls IG1 Safeguards:

• 3.5: Deploy Automated Software Patch Management Tools – When possible, set the 
operating system and videoconferencing software to check for updates automatically 
and update them as soon as possible.

• 11.4: Install the Latest Stable Version of Any Security Related Updates on All Network 
Devices – When possible, configure the router to check and notify key personnel when a 
software/firmware update is available. Otherwise, manually check for new versions on a 
regular basis (at least monthly).

This will help ensure the remote worker’s key systems have the latest patches to protect 
against malware and other threats. A few additional points in this regard:

• Some software automatic updates will notify the remote worker that there is an update 
available, but the remote worker must request it to be installed. Many remote workers 
bypass this notification because they are in a hurry or for other reasons. Make sure the 
remote worker is trained to go back and update the software as soon as possible.

• Some operating systems are configured to download and install updates automatically 
but will not complete the process until the operating system is rebooted. In addition, this 
reboot will not occur until the remote worker approves the reboot, since they may be 
busy on a task. Make sure the remote worker is trained to reboot the system and finish 
the update process as soon as possible.

• Many routers used in the home or small office have the ability to check for firmware/
software updates and notify someone that an update is available. These notifications 
are generally sent via email and/or SMS. Make sure this notification feature is properly 
configured on the device to notify an appropriate person who can actually login and 
update the device at a time of limited use. These devices generally do not have the ability 
to fully automatically update themselves, since this process will shut down internet access 
for all connected devices while the update is in progress.

Update Systems
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• Other routers still rely on manual check for firmware/software updates. In this case select 
and schedule a person to check this on a regular basis (minimum of monthly).

The overall goal here is to install software updates on the remote worker’s network 
devices, operating system, and videoconferencing system as soon as possible to prevent the 
exploitation of known vulnerabilities by attackers.

Many networking devices and some software packages come with default accounts and 
passwords to allow easy initial installation. These need to be changed and relates directly to 
the following CIS Controls IG1 safeguard:

• 4.2: Change Default Passwords – Any device or software that comes with a published 
default password needs to be changed immediately.

Always reset the default login credentials and set strong passwords for the remote worker’s 
router and any devices used for videoconference calls. For example, it is not uncommon for 
a home networking device to have an initial administration (setup) account and password 
published in the user guide/manual (see Figure 2).

To log in to the router:

1 Launch an internet browser from a computer or wireless device that is connected 
to the network.

2 Type http://www.routerlogin.net or http://www.routerlogin.com.

A login window opens.

3 Enter the router user name and password.

The user name is admin. The default password is password. The user name and 
password are case-sensitive. 

The BASIC Home page displays.

This simplifies the initial setup of the device, but it is assumed the user will change this to 
something other than the default when done. It is important to change this, otherwise 
the account name and password is not a secret and potentially anyone can access and 
adversely affect the device.

Having some form of anti-malware (anti-virus) security software installed and up to date 
on the remote worker’s system is critical for security and relates directly to the following CIS 
Controls IG1 safeguard:

• 8.2: Ensure Anti-Malware Software and Signatures Are Updated – Use some form 
of anti-malware (anti-virus) security software on the system and keep it up to date 
(automatic updates are typically the default setting for anti-malware programs).

Change Default 
Passwords

Figure 2. Example from a 
home network device user 
guide.

Anti-Malware
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It is important to install and run strong security software on all your devices. It can help 
give the remote worker protection while connecting online with the outside world. 
This software should be configured to automatically update as needed to address new 
vulnerabilities and threats.

All software packages have configuration settings to tailor the operation to meet specific 
remote worker needs. Videoconferencing software is no different and configuring this 
properly relates directly to the following CIS Controls IG1 safeguard:

• 5.1: Establish Secure Configurations – Configure remote worker videoconferencing 
software to be as secure as possible while maintaining needed functionality.

This guide focuses on some of the more important security-related configuration settings 
of common videoconferencing software. CIS provides many comprehensive guides for 
securely configuring (also called hardening) a variety of technologies. These guides are 
called the CIS Benchmarks and are available on the CIS website.

Some key settings to look for are as follows (not all of these features may be available on 
the remote worker’s specific videoconferencing software):

When setting up a new meeting

1 Use attendee registration where possible: Many systems support the registration of 
attendees to the system. This allows meetings to be set up allowing ONLY registered 
attendees. This ensures only registered/authorized attendees join via encrypted links 
which do not require a password.

2 Participant authentication: Many systems support 2FA/MFA natively or via integration 
to a third-party identity provider (Okta, Azure AD, etc.). Use this type of authentication 
whenever possible. In cases where 2FA/MFA cannot be used for some reason:

• Require passwords: As a meeting host, this is the main action that can be taken to 
secure a meeting. Make passwords mandatory for all meetings to protect against 
uninvited guests and to secure information about the meeting, including meeting 
name and organizer. Use strong passwords (14 characters or more) for meetings 
when possible and only provide those passwords to individuals that need to join the 
meeting. The CIS Password Policy Guide covers password usage in more detail. 

• Use unique passwords: Make sure that each meeting has a unique password for that 
meeting and never share meeting passwords publicly.

3 Avoid using personal rooms: Create a new meeting ID for each scheduled meeting. This 
is because personal rooms generally use a fixed URL, which makes it easy for anyone 
who knows this URL to access the room. Meetings set up outside a personal room 
typically have a unique URL and/or meeting ID created specifically for the meeting.

Videoconferencing 
Specifics

https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/white-papers/cis-password-policy-guide/
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4 Consider disabling join before host: For meetings with external guests, do not allow 
others to join before the host. However, for internal meetings allowing attendees to join 
before the host saves time in case the host is late. Alternatively, assigning one or more 
“co-hosts” for this meeting (especially internal meetings) will allow attendees to join if 
the co-host is in attendance.

5 Use a waiting room: This feature puts participants in a separate virtual room before 
the meeting and allows the host to admit only people who are supposed to be in the 
meeting.

6 Announce when an attendee enters: The system will make some form of audio 
announcement for any new entry into the meeting, so even people accessing the 
meeting only via audio (phone) know someone new has entered and can query for more 
information from the new attendee.

7 Disclaimer notice or statement: Provide security and privacy disclaimer statement of 
meeting recording and decorum.

8 Disable video and mute audio on entry: Starting calls audio/video off prevents 
background noises or images from intruding on calls. Attendees can quickly turn both 
settings back on once they have joined if desired.

9 Don’t allow participants to screen share by default: The host can allow specific 
participants to share when appropriate.

10 Use strong encryption: Use well-trusted algorithms (for example, AES) and generally 
longer keys for stronger encryption (for example, 256 is stronger than 128; 4096 is 
stronger than 2048; and so on).

11 Consider the use of End-to-End (E2E) encryption: True E2E encryption means that only 
the participants in the meeting can see and hear what is going on, since the data is fully 
encrypted from the source to the destination. Not having true E2E encryption means 
that others (the videoconferencing service provider, for example) can potentially access 
the unencrypted data if they wanted, or were compelled. Without true E2E encryption, 
the users are really at the mercy of the company’s privacy policy for protection.

• Not every organization, or meeting, needs E2E encryption. It really depends on the 
organization and the meeting content. A public virtual exercise class probably does 
not need it, but a discussion on a corporate strategy may. Also, keep in mind some 
common features may not be available when E2E encryption is in use (for example, 
service hosted meeting recordings would not be possible).

During the meeting

1 Verify attendees: Be sure to check the attendee list when sending out the meeting 
invitation, and review the participant list during the call. Remove anyone on the call who 
is not supposed to be a part of the meeting.
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2 Lock the meeting: Once all the participants have joined the call, locking the meeting 
will prevent new people from  joining. Anyone late to the meeting, or having to rejoin 
for some reason, are usually placed in the waiting room and some notification will be 
given to the host that they are there. Also, some systems will allow locking to be pre-
configured so that any meeting will lock after X minutes, which prevents having to 
remember to do it.

3 Eject unwanted or unknown participants: If an intruder is able to get in or becomes 
unruly, this will remove them from the meeting and enable options that restrict 
rejoining of removed participants.

4 Only use video when needed or mandated: Turning off the attendee’s webcam and 
listening in via audio prevents possible social engineering efforts to learn more about 
the attendee through background objects. Audio-only also saves network bandwidth on 
an internet connection, improving the overall audio and visual quality of the meeting.

5 Another possible option is to use a virtual background if supported by the 
videoconferencing software. This allows the camera to be on, yet hides the participant’s 
actual background from view. If the meeting host has stated that webcam use is a 
requirement, or in a more “professional” setting, this can be a good option (enable). In 
more “public” settings this may not be a good option, since the host cannot control what 
attendees use as their virtual background, and this opens up avenues for distraction and 
inappropriateness (disable).

6 Be wary of chat: All meeting chat is something to be concerned with, since anyone 
in the meeting could share a malicious link. Private chats (one-on-one chat between 
attendees) can be worse since this goes on unseen. If chat is needed, configure it such 
that:

• It is between the host and attendees and that attendees do not see each other’s chats 
with the host.

• Private chat is disabled.

7 Be aware of what is being shared: As an attendee, be sure you aren’t mistakenly sharing 
sensitive documents during a video call. Consider sharing specific applications only and 
not your entire desktop.

8 Disable file transfers: Disable file transfers to avoid people sharing files using the 
meeting as a medium.

Meeting recordings

1 Have a retention policy and follow it: Just like with other digital records, organizations 
should have a policy for how meeting recordings will be maintained, preserved, and 
ultimately destroyed in accordance with policies governing the storage of other 
electronic files. 

2 Only record and save needed meetings: If a meeting does not need to be recorded, then 
don’t (one less thing to keep track of).
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3 Use the appropriate level of authentication and encryption: What level is appropriate 
again depends heavily on the meeting. Some meetings may ultimately be destined for 
public access on platforms like YouTube, where others need to be accessed by a select 
few. 

These are general guidelines and not all of them need to be followed in all situations. For 
example, in a meeting with strictly internal attendees many of these recommendations 
can safely be ignored. With a more public meeting, all of these recommendations 
become relevant and should be applied. It is the meeting organizer who really needs to 
think about the security requirements for a given meeting and apply the appropriate 
recommendations.

This table summarizes the support of the CIS guidelines for some common 
videoconferencing software.

Videoconferencing Guideline Cisco WebEx 
Meetings

Microsoft 
Teams

Zoom BlueJeans

Automatic Updates (Native Client) Yes Yes Yes Yes

Web Client Available Yes Yes Yes Yes

2FA / MFA Support Yes1 Yes1 Yes1 Partial2

Require Passwords Yes No3 Yes Partial

Password Complexity Yes No3 Yes No

Automating Password Generation Yes No3 Yes No

Personal Rooms Support / Disable Yes No Personal 
Rooms

Yes Yes

Join Before Host Support / Disable Yes Partial Yes Yes

Waiting Room / Lobby Support Yes Yes Yes Yes

Announce When Attendee Enters Yes Yes Yes Yes

Disable Video on Entry / Host Control Yes Yes Yes Yes

Mute Audio on Entry / Host Control Yes Yes Yes Yes

Disable Attendee Screen Share / Host Control Yes Partial Yes Yes

Disable Private Chat / Host Control Yes Partial Yes Yes

Strong Encryption Support Yes Yes Yes Yes

E2E Encryption Support Yes No Partial3, 4 No

Automatic / Manual Meeting Lock Yes Partial Yes Yes

Host View Attendee List Yes Yes Yes Yes

Host Eject Attendee Yes Yes Yes Yes

Automatic Disclaimer Notice / Statement Yes Yes Yes Partial

Cloud Storage & Secure Sharing of Recordings Yes Yes Yes Yes

Feature Summary
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Conclusion

Videoconferencing has become a major staple for business communication internally and 
externally, and its use will only grow in the future. This large and growing use has attracted 
a wide variety of attackers with goals ranging from simple harassment to espionage. Also, 
the threat landscape is evolving rapidly, and the videoconferencing software providers’ 
feature sets are adapting in response. Ultimately, the configuration details of many of 
this guide’s recommendations may change, but the overall goal of the recommendations 
should not. In the end, the focus is to provide a common reference for the company and the 
remote worker to jointly maintain the security of videoconferencing, the confidentiality of 
communications, and ultimately the intellectual property of the company.
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Endnotes

1 Has native 2FA/MFA and supports and also supports integration to a variety of third-
party identity providers (Okta, Azure AD, etc.)

2 Does not have native 2FA/MFA support, but does support integration via a variety of 
third-party identity providers (Okta, Azure AD, etc.).

3 Teams requires some form of MFA for access (Authenticator application, unique code 
sent to user, etc.)

4 Zoom has been accused of misleading claims of E2E encryption support (Lee, Micah, 
et al., 3/31/2020, Zoom Meetings Aren’t End-To-End Encrypted, Despite Misleading 
Marketing, https://theintercept.com/2020/03/31/zoom-meeting-encryption/) 

5 Currently Zoom only supports true E2E encryption for text chat but stated they will be 
implementing true E2E encryption for audio and video connections and will begin beta 
testing in July 2020 (Seals, Tara, 8/13/2020, Zoom Faces More Legal Challenges Over 
End-to-End Encryption, https://threatpost.com/zoom-legal-challenges-end-to-end-
encryption/158341/). It will be optional for meetings that need it. They are doing this by 
integrating the technology acquired by the purchase of Keybase. Details of the plan are 
available on GitHub: https://github.com/zoom/zoom-e2e-whitepaper/blob/master/
zoom_e2e.pdf.

https://theintercept.com/2020/03/31/zoom-meeting-encryption/
https://threatpost.com/zoom-legal-challenges-end-to-end-encryption/158341/
https://threatpost.com/zoom-legal-challenges-end-to-end-encryption/158341/
https://github.com/zoom/zoom-e2e-whitepaper/blob/master/zoom_e2e.pdf
https://github.com/zoom/zoom-e2e-whitepaper/blob/master/zoom_e2e.pdf
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