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Assessments Guide
At the Center for Internet Security (CIS), there are many assessments available for enhancing a cybersecurity program. Where 
should your organization begin? Using the scenarios outlined below, review the assessments offered by CIS and the Multi-State 
Information Sharing and Analysis Center (MS-ISAC). Identify one or many assessments that fit your organization’s needs and utilize 
the alignment mapping to see how your organization can use each. There is no limitation when it comes to using an assessment. 
Choose one or many to increase your organization’s cybersecurity maturity.

Scenario Assessment Description Framework Mapping Resource Link(s) Alignment To Other Assessment(s) in This Guide Example Steps

Our organization 
must complete the 
NCSR for a grant 
requirement.

Nationwide 
Cybersecurity 
Review (NCSR)

The NCSR is an annual, no-cost, anonymous 
self-assessment available to all U.S. 
State, Local, Tribal, and Territorial (SLTT) 
government organizations. The NCSR is a 
requirement for both the State and Local 
Cybersecurity Grant Program (SLCGP) and 
the Homeland Security Grant Program 
(HSGP).

The NCSR is directly based 
on the NIST Cybersecurity 
Framework. Participants 
have a period of time to 
submit their answers as 
part of the assessment. 
Once complete, reports are 
generated mapping the 
question set and submitted 
answers to the CIS Critical 
Security Controls (CIS 
Controls), HIPAA, PCI, and 
NIST 800-53.

https://www.cisecurity.org/
ms-isac/services/ncsr 

NCSR & CIS RAM: “Identify Risk Assessment” and “Identify 
Risk Management” are both sections within the NCSR 
question set. Consider also using CIS RAM, the Center for 
Internet Security’s Risk Assessment Method, if you don’t have 
a risk assessment implemented. 
NCSR & CIS CSAT: The NCSR is aligned to the CIS Controls 
and Implementation Groups (IGs). By taking either the NCSR 
or using the CIS Controls Self Assessment Tool (CIS CSAT), you 
can assess conformance to the CIS Controls.
NCSR & Foundational Assessment: Take the Foundational 
Assessment if you have not participated in the NCSR before. 
This assessment will help familiarize an organization with 
foundational cybersecurity activities ahead of taking a larger 
assessment.

1 Take the Foundational Assessment.
2 Request a Maturity Review. This 

is a one-on-one engagement 
opportunity to review your 
submitted answers and identify 
resources that are available for 
implementation.

3 Take the NCSR.
4 Request a Maturity Review 

(optional) to outline resources, 
reporting, and the process needed 
to draft a cybersecurity plan.

5 Check out aligned assessments 
to enhance your cybersecurity 
program.

Foundational Assessment

Our organization 
has a newly 
dedicated 
cybersecurity 
program. We are 
not sure where 
to start with 
improvements.

Foundational 
Assessment

The Foundational Assessment contains 
32 questions and is designed as a 
preparation tool to assist organizations 
with transitioning to a larger assessment 
like the NCSR. It’s specifically designed 
for organizations that have a new 
cybersecurity program or  that are looking 
to enhance a current program.

The Foundational 
Assessment is aligned to 
the NIST Cybersecurity 
Framework and the CIS 
Critical Security Controls.

Email 
foundationalassessment@
cisecurity.org to request 
access. Please include the 
following details in the 
email: First Name, Last 
Name, State/Territory, Public 
Organization Name, and 
Email Address

Foundational Assessment & NCSR: Take the Foundational 
Assessment ahead of the NCSR to familiarize yourself with 
foundational cybersecurity activities.

1 Take the Foundational Assessment.
2 Request a Maturity Review. This 

is a one-on-one engagement 
opportunity to review your 
submitted answers and identify 
resources that are available for 
implementation.

3 Take the NCSR.
4 Request a Maturity Review 

(optional) to outline resources, 
reporting, and the process needed 
to draft a cybersecurity plan.

5 Check out aligned assessments 
to enhance your cybersecurity 
program.

https://www.cisecurity.org/ms-isac/
https://www.cisecurity.org/ms-isac/services/ncsr
https://www.cisecurity.org/ms-isac/services/ncsr
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Scenario Assessment Description Framework Mapping Resource Link(s) Alignment To Other Assessment(s) in This Guide Example Steps

We follow the CIS 
Controls. How can 
we measure our 
implementation of 
the Controls?

CIS Controls Self 
Assessment Tool 
(CSAT)

CSAT helps enterprises assess, track, and 
prioritize their implementation of the CIS 
Controls v7.1 and v8. This tool identifies 
areas where CIS Controls Safeguards are 
already well-implemented and where they 
could be improved.

CSAT is based on the CIS 
Controls and aligned to the 
NIST CSF, PCI DSS, and NIST 
SP 800-53.

https://www.cisecurity.org/
controls/cis-controls-self-
assessment-tool-cis-csat 

CSAT & NCSR: The NCSR is aligned to the CIS Controls and 
IGs. By taking either CSAT or the NCSR, you can assess 
conformance to the CIS Controls.
CSAT & CIS RAM: In addition to the CSAT assessment,  use 
CIS RAM as a risk assessment method to evaluate CIS 
Controls implementation.
CSAT & CIS CSAT Ransomware Business Impact Analysis 
Tool: Once the organization has taken the CSAT, consider 
using the CIS CSAT Ransomware Business Impact Analysis 
Tool to import your CSAT scores and evaluate the likelihood of 
experiencing a ransomware attack.

1 Take the CSAT.
2 Use CIS RAM.
3 Alternatively, use CIS CSAT BIA.

Our organization 
would like to assess 
our conformance 
to the CIS 
Benchmarks.

CIS-CAT Pro® CIS-CAT Pro® is a java-based tool that scans 
against a target system’s configuration 
settings and reports the system’s 
compliance to the corresponding CIS 
Benchmark. The assessment evaluates an 
organization’s target system security with 
reports that map your system’s results 
to the CIS Controls. (CIS-CAT Lite is also 
available to compare an organization’s 
system to select CIS Benchmarks ahead of 
utilizing CIS-CAT Pro.)

CIS-CAT Pro is aligned to the 
CIS Controls.

https://www.cisecurity.
org/cybersecurity-tools/
cis-cat-pro 

CIS-CAT Pro® & CSAT: Take the CSAT first, then use CIS-CAT 
Pro to assess implementation of the CIS Benchmarks if 
applicable to the organization.
CIS-CAT PRO® & CIS RAM: For additional protection, use CIS 
RAM after completing an assessment with CIS-CAT Pro to 
achieve essential cyber hygiene by evaluating configurations 
against Implementation Group 1 (IG1).

1 Implement the CIS Benchmarks 
within your organization.

2 Get started with the CIS-CAT Lite 
assessment to initially check how 
your organization complies with 
some of the CIS Benchmarks.

3 Use CIS-CAT Pro to view a broader 
comparison to all Benchmarks.

4 Use CIS RAM to enhance essential 
cyber hygiene within your 
organization.

Our organization is 
looking to conduct 
a risk assessment.

CIS RAM CIS RAM is an information security risk 
assessment method that helps enterprises 
design and evaluate their implementation 
of the CIS Controls. Each of the documents 
in the CIS RAM family of documents has 
materials to help users accomplish their 
risk assessments.

CIS RAM aligns to the CIS 
Controls, ISO 27005, and 
NIST SP 800-30.

https://learn.cisecurity.org/
cis-ram 

CIS RAM & NCSR: “Identify Risk Assessment” and “Identify 
Risk Management” are both sections within the NCSR 
question set. Consider using CIS RAM if you don’t have a risk 
assessment implemented.  
CIS RAM & CSAT: In addition to the CSAT assessment, use CIS 
RAM to evaluate CIS Controls implementation.
CIS RAM & CSAT BIA Tool: After utilizing CIS RAM, consider 
using the CSAT Ransomware Business Impact Analysis Tool 
to identify the likelihood of a ransomware attack within the 
organization. 

1 Use the CIS RAM tools starting with 
IG1.

2 Identify where another assessment 
could/should be used (i.e., CSAT, 
CSAT BIA Tool).

3 Sign up or review the additional 
resources within CIS SecureSuite. 

 Ransomware Business Impact Analysis Tool

We follow the CIS 
Controls and are 
looking to evaluate 
our organization’s 
likelihood of a 
ransomware attack.

CIS CSAT 
Ransomware 
Business Impact 
Analysis Tool

The CIS CSAT Ransomware Business Impact 
Analysis Tool helps organizations of all sizes 
conduct a rapid and inexpensive cyber risk 
self-assessment and present those findings 
in language that speaks to business 
executives using CIS Controls v7.1.

CIS CSAT Ransomware 
Business Impact Analysis 
Tool aligns to the CIS 
Controls 

https://bia.cisecurity.org/
https://www.cisecurity.org/
insights/blog/connecting-
cyber-risk-to-business-risk 

CIS CSAT Ransomware Business Impact Analysis Tool 
& CSAT: For organizations that have taken the CSAT 
previously, import your scores into the CSAT Ransomware 
Business Impact Analysis Tool to evaluate the likelihood of 
experiencing a ransomware attack.

1 Take the CSAT.
2 Use the CSAT Ransomware 

Business Impact Analysis Tool. 

https://www.cisecurity.org/ms-isac/
https://www.cisecurity.org/controls/cis-controls-self-assessment-tool-cis-csat
https://www.cisecurity.org/controls/cis-controls-self-assessment-tool-cis-csat
https://www.cisecurity.org/controls/cis-controls-self-assessment-tool-cis-csat
https://www.cisecurity.org/cybersecurity-tools/cis-cat-pro
https://www.cisecurity.org/cybersecurity-tools/cis-cat-pro
https://www.cisecurity.org/cybersecurity-tools/cis-cat-pro
https://learn.cisecurity.org/cis-ram
https://learn.cisecurity.org/cis-ram
mailto:https://www.cisecurity.org/cis-securesuite?subject=
https://bia.cisecurity.org/
https://www.cisecurity.org/insights/blog/connecting-cyber-risk-to-business-risk
https://www.cisecurity.org/insights/blog/connecting-cyber-risk-to-business-risk
https://www.cisecurity.org/insights/blog/connecting-cyber-risk-to-business-risk

