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Quarterly Update
                                     with John Gilligan

As the days get shorter and, for most of us, the 
weather turns colder, many find winter to be a 
gloomy period. However, this winter, there are 
a few reasons for optimism on the cybersecurity 
front. After almost one year anticipating major 
cyber attacks from Russia as they invaded 
Ukraine, the cyber attacks have been less than 
anticipated and have not resulted in significant 
impact. Likewise, the 2022 mid-term election 
proceeded with very few cyber events. While we 
are not seeing a decline in overall cyber attacks, 
awareness of the need to improve cyber resiliency 
is growing, and many organizations are making 
significant progress in improving their cyber 
defenses. Perhaps there are some rays of hope.

The theme of this issue of Cybersecurity Quarterly 
is security policies and controls — an appropriate 
topic, as many organizations have not yet 
formalized their cybersecurity programs with 
appropriate policies, potentially resulting in an ad 
hoc implementation and diminished effectiveness 
of security controls. Effective security, as with many 
other areas, is rooted in a disciplined, coordinated 
approach. Policies must be clear, and individuals 
in an organization need to understand their role 
in meeting the requirements of the policies.

In this issue, Josh Franklin of CIS has provided a piece 
that describes six new security policy templates 
that he and a large number of collaborators 
developed to assist organizations as they implement 
Implementation Group 1 (IG1) of the CIS Critical 
Security Controls. These templates provide an 
excellent starting point for organizations to address 
policy voids or shortfalls in key cybersecurity areas 
such as asset management, account and credential 
management, vulnerability management, and 
log management. In addition, Sean Atkinson, 
CIS’s CISO, has provided a companion piece 
that addresses an area that Sean knows well — 

developing effective security policies. Sean’s efforts 
have helped CIS achieve a significantly enhanced 
cyber posture, including recognition with SOC, 
FISMA, and ISO 27000 series certifications.

Several articles address implementing security 
controls to achieve Zero Trust, as well as protecting 
endpoints and assets outside the traditional network 
perimeter. Joe Decker of Tenable has provided an 
in-depth piece on how to leverage the CIS Controls 
to help implement a Zero Trust framework. Also, 
our partners at Tanium have provided a Q&A 
piece with Chris Cruz, Tanium’s CIO for state and 
local government, on protecting endpoints and 
other IT assets that are outside the traditional 
network perimeter. Protecting these assets has 
become essential as organizations increasingly rely 
on remote and hybrid working environments. 

Karen Sorady from the MS-ISAC has provided 
an article on the recent MS-ISAC K-12 Threat 
Report. Karen describes the key findings of this 
report, outlining the type of threats that K-12 
organizations are seeing and the challenges that 
our schools are facing in trying to implement 
adequate cyber defenses. Finally, Paul Hoffman 
provides an update on the Elections Infrastructure 
and Multi-State ISACs. He summarizes key 
accomplishments from 2022, including the 
growth of the EI-ISAC to over 3,500 members.  

I hope that you enjoy this quarter’s issue, and I hope 
you have a bright and optimistic winter season!

Best Regards,

John M. Gilligan
President & Chief Executive Officer

Center for Internet Security

“Effective security, as with many 
other areas, is rooted in a disciplined, 

coordinated approach.” 
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News Bits & Bytes

The Multi-State Information Sharing and 
Analysis Center (MS-ISAC) has released the 

2021 Nationwide 
Cybersecurity Review 
(NCSR) Summary 
Report. The NCSR is an 
annual, no-cost, and 

anonymous self-assessment designed to measure 
the gaps and capabilities of U.S. State, Local, Tribal, 
and Territorial (SLTT) governments' cybersecurity 
programs. The self-assessment is open every 
year from October to February. A total of 3,267 
SLTT organizations participated in the 2021 
NCSR. Cyber attacks targeting SLTT government 
organizations increased significantly in 2022. 
Researchers founds that ransomware affecting 
government organizations rose 1,885%. These 
findings highlight the need for SLTTs to better 
understand their cybersecurity posture so that they 
can make meaningful improvements going into 
2023. Download a copy of the 2021 NCSR Summary 
Report here.

The Ransomware Task Force's Blueprint for 
Ransomware Defense Working Group recently 
held a webinar series on using the CIS Critical 
Security Controls. The 
Blueprint for Ransomware 
Defense provides an action 
plan for ransomware 
mitigation, response, and 
recovery for small- and medium-sized enterprises 
(SMEs) utilizing the CIS Controls. There are 40 
recommended Safeguards for SMEs included in 
this Blueprint for ease of implementation and 
effectiveness in defending against ransomware 
attacks. Implementing the Safeguards in the 
Blueprint will defend against over 70% of the 
attack techniques associated with ransomware. 
CIS encourages SMEs to implement as many of 
these Safeguards as possible to increase their 
cybersecurity. View the five-part series:

Webinar 1: Foundational Safeguards: Building Your 
Cybersecurity Foundation

Webinar 2: Building Resilience in the Face of a 
Ransomware Attack

Webinar 3: Actionable Safeguards: Identify and 
Protect

Webinar 4: Containing and Recovering from 
Ransomware Attacks

Webinar 5: Cyber Resilience and Insurance 
Innovation

The Center for Internet Security (CIS) has 
released its 2021 Year in Review. CIS had a 

truly outstanding year 
in 2021 despite the 
continued challenge of 
COVID-19. CIS significantly 

expanded participation in the MS-ISAC and 
the EI-ISAC to more than 12,000 organizations. 
Demand for our CIS Hardened Images —
operating systems pre-configured to the CIS 
Benchmarks that are available in various cloud 
marketplaces — grew by over 50%. And in 2021, 
CIS reached a milestone with 300 full-time team 
members. See what other accomplishments 
the CIS team made in 2021 in our full report.

A free course trail covering the CIS Risk 
Assessment Method (RAM) is now available 
on Salesforce Trailhead. 
This introductory course 
trail discusses how 
to use CIS RAM to evaluate an organization's 
cybersecurity risk, and it provides examples and 
knowledge checks to reinforce the content. The 
module explores CIS RAM in depth, discusses how 
to develop impact criteria, and outlines how to 
define enterprise parameters. Learn more about 
the free course trail and sign up for a free account 
to complete the training on Salesforce Trailhead.
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New MS-ISAC 
Report Highlights 
K-12 Cybersecurity 
Challenges and 
Opportunities

K-12 schools in the United States are frequent 
targets of cyber threat actors, and many are not 
fully prepared to deal with the risk these attackers 
pose to student data and the learning environment. 
The Multi-State Information Sharing and Analysis 
Center (MS-ISAC) published a K-12 Report detailing 
the state of cybersecurity in our nation’s public 
schools, the cyber threats they face, and our 
recommendations to promote greater cyber defense 
in this community. More than a quarter of the 
MS-ISAC’s 14,000+ member organizations are K-12 
schools. The data in our K-12 Report came from the 
Nationwide Cybersecurity Review (NCSR) as well as 
member feedback and cybersecurity service data 
from K-12 schools and districts in the MS-ISAC. 

[W]e rarely think of another 
category of information being 
kept in our elementary, middle, 
and high schools – student 
data, or personally identifiable 
information (PII). And yet it is 
this information that, if not 
kept secure, can negatively 
affect the next generation of 
Americans before they ever get 
the chance to become the leaders 
we are training them to be. 

Our nation’s K-12 schools are teaching a generation 
of Americans who will be tomorrow’s business, 
government, and nonprofit leaders. The importance 
of this mission prompts the leaders of today – 
parents, elected officials, and others – to keep a 
close eye on the methods and materials being 
taught to our children. But we rarely think of 
another category of information being kept in our 
elementary, middle, and high schools – student 
data, or personally identifiable information (PII). 
And yet it is this information that, if not kept 
secure, can negatively affect the next generation 
of Americans before they ever get the chance to 
become the leaders we are training them to be. 

Our new report investigates the unique challenges facing 
one of the MS-ISAC's largest communities and identifies 
strategies that can help K-12 schools face them head on
By Karen Sorady
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Our K-12 schools are data-rich and resource-poor, 
making them attractive targets for cyber threat 
actors, particularly ransomware. We have seen 
ransomware demands for K-12 schools exceed $1 
million, and cyber attackers have resorted to email 
campaigns targeted at parents to put further 
pressure on schools to pay. Some 29% of K-12 
member organizations reported being victims 
of a cyber incident. We know that the number 
of victims is likely higher, as many incidents go 
unreported. The K-12 Report contains further 
details about the top malware and non-malware 
cyber threats affecting our K-12 schools. 

Aside from any malicious external influences, 
the internal challenges to K-12 schools are 
significant, as well. This community lags behind 
other sectors in cybersecurity preparedness and 
maturity. K-12 respondents to the 2021 Nationwide 
Security Review (NCSR) displayed an average 
maturity score of 3.55 out of 7. Many schools 
lack the monetary resources to build an effective 
cybersecurity program. Of the limited resources 
K-12 schools have, nearly a fifth of them commit 
less than 1% of their IT budget to cybersecurity.

In light of these serious cybersecurity challenges, 
it’s important to understand that help is not 
just on the way. It is already available and ready 
to support K-12 public schools. The K-12 Report 
contains five top recommendations for K-12 schools 
looking to advance in the cyber fight. Four out 
of five of them are 100% no-cost measures. 

Some 29% of K-12 member 
organizations reported being 
victims of a cyber incident. We 
know that the number of victims 
is likely higher as many incidents 
go unreported.

First, schools and districts who are not currently MS-
ISAC members are encouraged to join immediately. 
The MS-ISAC offers numerous no-cost services and 
resources that have become an essential part of 
many schools’ cyber defense programs. The MS-ISAC 
K-12 Working Group offers a community for schools 
to collaborate on cybersecurity best practices. 

Second, we encourage K-12 schools to complete 
the NCSR to properly assess their current level of 
cyber maturity. Schools looking for a less resource-
intensive assessment to get them started can choose 
to take the 32-question MS-ISAC Foundational 
Assessment. 

Third, we recommend schools complete 
Implementation Group 1 (IG1) of the CIS Critical 
Security Controls to properly defend against cyber 
threats. IG1 has proven to be between 77% and 
86% effective at defending against common cyber 
attacks. 

Fourth, schools should sign up for the MS-ISAC 
Indicator Sharing Program to receive near real-
time cyber threat intelligence feeds. The MS-
ISAC Cyber Threat Intelligence (CTI) team ingests 
threat data from more than 200 sources, including 
dozens unique to the MS-ISAC and our Federal 
partners. The team then carefully distills it down 
to the highest impact indicators for our members. 
Intelligence sharing can be bi-directional with this 
service. While we’ll always share information with 
all of our members, any members who are able to 
can also share intelligence with us to benefit the 
broader community.

Finally, we recommend that K-12 schools implement 
an intrusion detection system (IDS) and endpoint 
detection and response (EDR) to effectively protect 
school networks and devices. MS-ISAC and CIS have 
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low-cost solutions available for K-12 in this area, such 
as Albert Network Monitoring and Management, 
our 24x7x365 managed and monitored Intrusion 
Detection System (IDS) built to detect SLTT-specific 
threats, and CIS Endpoint Security Services, our 
device-level protection and response solution 
offered in partnership with CrowdStrike.

K-12 schools may be data-rich and resource-
strapped, but when it comes to the K-12 community 
in the MS-ISAC, they’re also highly engaged and 
growing in cyber maturity and preparedness. If 
you are around the MS-ISAC for any length of 
time, you’ll hear one of our favorite true maxims, 
“We are better together.” We have witnessed 
no better example of that than the vibrant K-12 
community that now collaborates under the MS-
ISAC banner on cybersecurity challenges specific 
to K-12 public schools. These challenges may be 
significant, but with the levels of coordination and 
collaboration we are witnessing, we like the odds. 

Leaders of K-12 schools can use our MS-ISAC K-12 
Report to make more informed decisions around 
the cyber risks confronting them. Additionally, 
K-12 cybersecurity and IT professionals can use 
the report to better understand the cyber threat 
landscape and take practical steps that improve 
their cyber defenses. If you'd like to review the 
complete report of the MS-ISAC's findings on the 
state of cybersecurity for K-12 Schools, you can 
download a copy of the K-12 Report at https://www.
cisecurity.org/insights/white-papers/k-12-report-a-
cybersecurity-assessment. 

K-12 schools may be data-rich and 
resource-strapped, but when it 
comes to the K-12 community in 
the MS-ISAC, they’re also highly 
engaged and growing in cyber 
maturity and preparedness. 
If you are around the MS-
ISAC for any length of time, 
you’ll hear one of our favorite 
true maxims, “We are better 
together.” We have witnessed 
no better example of that than 
the vibrant K-12 community

Karen Sorady is the Vice President of SLTT 
Engagement at the Center for Internet Security. 
In this role, Sorady oversees engagement efforts, 
both regionally and within our critical infrastructure 
community segments. She serves as the lead 
executive managing relationships with the MS-
ISAC Executive Committee and the MS-ISAC’s 
relationships with security executives among the 
states and territories.
 
Sorady has a wealth of experience in public sector 
cybersecurity and information technology after 
having previously served as New York State’s Chief 
Information Security Officer. Her background 
includes executive cyber and information technology 
leadership, governance, strategic planning, risk 
management, security outreach and awareness, 
threat and vulnerability management, and incident 
response.
 
Sorady holds a Master of Business Administration 
from the State University of New York at Albany 
and a Bachelor of Arts in Psychology from the 
State University of New York at Oneonta. She holds 
certifications as an Information Systems Security 
Professional (CISSP), in Risk and Information Security 
Controls (CRISC), and in Strategic Planning, Policy and 
Leadership (GSTRT).
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The world has changed. With the move to remote 
work, rapid adoption of the cloud, increased use 
of mobile and IoT devices, and more, the attack 
surface of every organization has expanded. With 
this increased complexity and proliferation of new 
devices and attack vectors, people have become a 
bigger vulnerability than ever before. In this paper, 
we will discuss how the CIS Controls relate to the 
Zero Trust tenets and how Tenable’s solutions can 
help you make important decisions regarding who 
and what can access mission-critical networks and 
assets.

Who should I trust? What should I trust? The best 
answer to those questions might be, “Nothing 
and no one.” Zero Trust is a security model that 
assumes everything is a risk and cannot be trusted. 
Therefore, organizations should default to the 
belief that every device, every user, and every asset 
is compromised. This is not a one-time project, but 
a continuous assessment of every asset and user 
inside and outside of a network. By providing least 
privilege to users and/or removing unnecessary 
services and applications from devices, an 
organization can greatly reduce its attack surface. 
Never trust, always verify.

To many organizations, this can sound like an 
overwhelming task. However, the CIS Controls, 
which are widely used for basic cyber hygiene, align 
closely with the tenets of Zero Trust. Going a step

Who should I trust? What should 
I trust? The best answer to those 
questions might be, “Nothing and 
no one.” Zero Trust is a security 
model that assumes everything 
is a risk and cannot be trusted. 

further, Tenable’s solutions can assist you in making 
the decisions needed to implement the Zero Trust 
framework and CIS Controls. Security teams need 
data to assess and reassess what to trust in their 
environments, and Tenable helps to inform your 
decision-making process and maintain continuous 
cyber hygiene.

Zero Trust and CIS Controls

The tenets of the Zero Trust framework map directly 
to the CIS Controls. There is a lot to unpack in the 
image on the following page, but upon examining 
each tenet, it becomes clear that the essential cyber 
hygiene many organizations already rely on aligns 
to the Zero Trust model.

All Data Sources and Computing 
Services Are Considered Resources

This first tenet has a very simple meaning: 
everything is a resource; everything is an asset. You 

Using the security best practices contained in the CIS Critical 
Security Controls can help guide your organization in 
developing a Zero Trust framework

By Joe Decker

Continuous CIS 
Assessment for a 
Zero Trust World
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need to know what is in your environment. “You 
can’t protect what you can’t see” is a security cliché, 
but it has stuck around for a reason. CIS Controls 1 
and 2 discuss the inventory and control of hardware 
and software assets. 

Tenable’s solutions help organizations create and 
maintain these inventories. Through discovery scans, 
attack surface management technology, passive 
monitoring, and cloud connectors, you get a clear 
picture of what assets exist inside and outside your 
environment. By analyzing these assets, as well 
as what ports are open, security teams can make 
an informed decision about what to trust. Using 
Tenable, you can discover open FTP or RDP ports 
on public facing assets. These assets pose a threat 
and a possible entryway into your environment for 
attackers. Using this knowledge, you can make an 
informed decision and close the ports if they don’t 
serve a critical purpose, minimizing your security risk.

Tenable can also notify you if an asset is running 
outdated or unsupported software and services. 
Unsupported software and services create easily 

exploitable vulnerabilities, creating an opportunity 
for attackers. Through credentialed scanning and 
agent scans, you get the knowledge needed to 
determine what software and services are on an 
asset and to ensure they are patched promptly. 
Knowledge is power, and this data provides security 
teams with a roadmap to reducing their attack 
surface and applying the first Zero Trust tenet.

All Communication Is Secured 
Regardless of Function

In a Zero Trust environment, organizations 
assume they will be breached. Therefore, digital 
communication must be secured to an agreed-
upon standard. Data must also be secured. 
Having hardware and software configured 
properly goes a long way to keeping data and 
communications secured. CIS Control 4 covers the 
secure configuration of software and hardware.

Tenable’s solutions allow you to assess multiple types 
of assets against industry standard configuration 
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audits, such as CIS, and custom audits created by 
an internal security team. Going beyond that, 
solutions are also available to track configuration 
drift in cloud-based IaC instances and in Active 
Directory. However, having a perfect configuration 
means nothing if someone comes in and makes 
a change. Tenable solutions can alert you to 
changes that have occurred through real-time 
monitoring and scanning, a key component to the 
continuous nature of a Zero Trust philosophy.

Access to Individual Enterprise 
Resources Is Granted on a Per-Session 
Basis

Zero Trust means that users should only have access 
to what they need to do their job and only have 
that access while doing their jobs. If a member 
of the patching and remediation team needs to 
deploy a patch on a server, they should receive the 
appropriate access to do that job. However, once the 
job is done, that access should be revoked. While this 
sounds time-consuming, consider the ramifications 
of a threat actor gaining access to a user account 
with administrator or root privileges. Once that 
account is compromised, it is very difficult to track 
malicious actions because the account being used is 
just doing tasks it has the access and power to do. By 
the time a ransomware attack occurs, the infiltrator 
could have spent months in the environment 
collecting data or worse. CIS Controls 5 and 6 
discuss access control and account management.

Tenable solutions can discover misconfigurations 
in access control systems and monitor and track 
those changes in real time. This alerts security 
teams to suspicious user behavior so that they 
can easily modify or eliminate user privileges. By 
getting an alert that an account is acting outside 
of its expected behavior, you can stop a threat 
actor in their tracks. Tenable’s solutions for Active 
Directory go even further by monitoring for 
indicators of attack in real time. As an attacker 
attempts to get a foothold in an environment or 
attempts any number of attacks such as DCSync, 
DCShadow, Golden Ticket, password spray, brute 
force, and more, an early warning can give an 
organization precious time to eliminate a threat 
that could stick around for months or years.

Access to Resources Is Determined 
by Dynamic Policy and All Resource 
Authentication and Authorization Are 
Dynamic and Strictly Enforced

These two tenets deal with the dynamic process 
used in Zero Trust to assess and reassess policy and 
authorization. NIST SP 800-207 defines the use 
of a “Policy Engine” as a core component of the 
Zero Trust architecture. A policy engine is the de 
facto source of the decision to grant access to a 
resource. Traditionally, security solutions attempt 
to alert teams of exploits and vulnerabilities so 
they may react and respond to an incident. In a 
Zero Trust model, the risk of an asset or user must 
be continuously and autonomously monitored. 
As organizations mature and adopt CIS Control 6, 
they must inform the central policy engine so that 
it can dynamically adjust policies that are used to 
assess access to resources. It is now more important 
than ever to be able to establish and understand 
the risk of every user and asset in an environment.

Tenable solutions also inform policy engines 
with dynamic risk scoring. With a risk score on an 
asset or user, organizations can use quantifiable 
risk to inform the decision-making process. 
Making risk prioritization a part of a dynamic 
policy engine is an important strategy for 
cyber modernization. Tenable’s process for risk 
prioritizations generates a ‘Vulnerability Priority 
Rating,’ which evaluates over 150 data points 
along with real-world data continuously. It then 
dynamically adjusts risk scores so they are in line 
with real-world threats. Things like active threats 
or dark web activity all dynamically augment 
this prioritization so both security practitioners 
and Zero Trust policy engines can make critical 
security decisions required for Zero Trust.

All Owned and Associated Devices Are 
in the Most Secure State Possible

Every device on an organization’s network should 
be continuously monitored and assessed to ensure 
they remain in a properly configured and secure 
state. CIS Controls 7, 9, and 10 are associated with 
this Zero Trust tenet. Control 7 deals specifically 
with continuous vulnerability management. This is 
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accomplished through scanning. Most threat actors 
use a small number of easily exploited vulnerabilities 
to infiltrate environments. By deploying and using a 
vulnerability management solution on a continuous 
and scheduled basis, an organization can proactively 
fill in the holes that an attacker would use to get 
into their environment. By eliminating exploitable 
vulnerabilities that are actively being used, an 
organization can reduce its attack surface and 
make itself less of a target. If an attacker does not 
see the vulnerability they generally use, they are 
less likely to continue their infiltration attempt. 

Tenable’s core solutions are designed for 
vulnerability management. Organizations can 
deploy sensors internally, externally, in large-scale 
environments, or on individual assets. By running 
regularly scheduled scans, a security team will have 
the information they need to proactively remediate 
vulnerabilities and decrease overall risk. Correlating 
vulnerability data to threat intelligence goes a 
step further to assist teams in prioritizing their 
vulnerabilities. A dynamic score based on real-world 
data is much more valuable than a static score based 
on lab testing. By mitigating a vulnerability that has 
been used in recent attacks or has just had a new 
exploit created, risk is reduced by a larger factor 
than patching a vulnerability with no known exploit.

Collect as Much Information as Possible 
on the Current State of Network 
Infrastructure to Improve Security 
Posture

This tenet may seem very large; it encompasses 
CIS Controls 8, 12, 17, and 18. These include log 
auditing, incident response, and penetration 
testing of network infrastructure. However, when 
put simply, this Zero Trust tenet means, “You don’t 
know what you don’t know.” An organization 
must have information at its fingertips and be 
able to use that information effectively to inform 
policy engines. Log auditing and monitoring can 
show a security team what is happening in your 
environment and help them determine what usage 
is normal for a baseline. Penetration testing gives 
you an idea of what a threat actor can see and do 
if your network remains in its current state. This 
data can be used to maintain and evolve access and 

security policies or even determine where budget 
should be allocated for new tools and hardware. 
The data can also be used to create an evolving 
incident response process should the worst happen.

Tenable’s solutions provide security teams with 
much-needed data to make informed decisions. 
From active directory log trail flows to external 
vulnerability scans, this information is critical to 
an organization as it develops and reassesses its 
Zero Trust deployment. A security flaw in a DMZ 
can render it useless. A firewall that has been 
taken over by an attacker is now a giant hole in 
an organization’s entire infrastructure. Tenable 
solutions will continuously monitor the state of 
your network and provide security teams with the 
information they need to keep an environment 
safe. Whether purposeful, accidental, or malicious, 
change happens; an organization must know about 
that change.

Conclusion

The modern attack surface is vast and can 
overwhelm an organization as it determines how 
to secure it. By developing a Zero Trust posture 
and trusting no one and nothing, security teams 
can greatly reduce their attack surface and overall 
risk. The CIS controls have been used for essential 
cyber hygiene, and now those same controls, 
expanded and improved, can guide an organization 
to Zero Trust adherence. Tenable solutions provide 
organizations with valuable data to enrich the 
Zero Trust policy process and to continuously 
keep modern environments safe and secure.

 
Joe Decker is a Senior Security Engineer and has 
been with Tenable for eight years. Starting with the 
support and dev teams, he has always remained 
customer focused. He has written white papers and 
given talks to international audiences on the CIS 
Controls, Zero Trust, and risk-based vulnerability 
management. Prior to Tenable, Decker was a U.S. 
Navy Submariner, serving in the Nuclear Engineering 
department aboard Los Angeles and Ohio class 
submarines.
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The network landscape has changed dramatically 
with the rise of hybrid work solutions and 
the increase of mobile and digital constituent 
services. In this Q&A discussion, Chris Cruz, Chief 
Information Officer for state and local government 
and education at Tanium, discusses strategies for 
protecting endpoints and other assets beyond the 
traditional network perimeter. 

Why is it important for governments 
to focus on cybersecurity beyond the 
perimeter?

When employees worked on premises, they 
were authenticated into the network and their 
access to critical systems could be managed from 
within the walls — the building and firewall — of 
the organization. Now, the perimeter of access 
pointing into the network is beyond those walls. 

In addition, the way people access virtual private 
networks has changed. Most folks have VPN at 
home, but not everybody has a VPN credential 
set up. So, they’re accessing applications through 
website URLs to key systems without data being 
encrypted. Organizations have been caught 
off guard by the poor scaling of their endpoint 
solutions. They don’t have real-time visibility into 
every network and device and how people are 
accessing the network. It has created a challenge 

You can’t protect what you 
can’t see. It’s important to have 
maximum visibility — a common 
security posture — into your 
endpoints. That starts with 
integrating and automating 
standardized tools across the 
security and IT operations 
environment

but also an opportunity to be more efficient and 
effective in remediating and addressing risks.

How can agencies navigate 
this new frontier?

You can’t protect what you can’t see. It’s important 
to have maximum visibility — a common security 
posture — into your endpoints. That starts with 
integrating and automating standardized tools 
across the security and IT operations environment 
so the tools can talk to each other. Both the IT and 
security organizations gain real-time visibility into 
data, so they can coordinate decisions about risks, 
incidents, patching, and the overall mitigation 
strategy. As an example, real-time visibility supports 
Zero Trust capabilities that help authenticate users 

Cybersecurity 
and the End of 
the Perimeter

With the adoption of hybrid work environments, protecting 
your organization's assets and data can become a challenge 
when they no longer sit neatly behind a network perimeter 

By CIS Staff
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and ensure every device with an IP address back to 
the corporate credentials is properly managed. 

What other capabilities should 
organizations keep in mind when choosing 
a solution?  

Good cyber hygiene requires a number of 
foundational components. Number one is software 
reclamation to identify every asset that’s plugged 
into the network, properly manage licenses, and 
have a single source of truth for audits. Number 
two is ensuring you can identify and understand 
all the vulnerabilities within your organization’s 
network. Number three is a common patching 
system that enables you to manage patching 
internally and beyond the perimeter as well 
as then measure and report on its efficacy. 

You’re a former CIO at the state and local 
levels, and you were the Deputy State CIO 
for California. What do you recommend 
regarding a cybersecurity strategy?

First, cybersecurity is everyone’s responsibility. I 
can’t stress enough that your employees are your 
perimeter. They’re your first line of defense. It’s 
your job as a CIO to work hand in hand with your 
chief information security officer and your C-level 
executives to educate all staff about common 
cybersecurity practices. 

Second, most IT organizations are federated or 
decentralized, but it’s important to have a common 
security standard and governance framework 
across the organization. Start with a thorough risk 
assessment, a comprehensive incident response plan, 
and a well-defined cybersecurity plan that includes 
cybersecurity insurance to help mitigate the impact 
of ransomware and other attacks.

The Tanium platform provides rich and accurate data 
in real time about the state of your organization's 
assets — their location, software running on them, 
issues they’re experiencing, and more. This allows 
you to gain visibility and control across all endpoints 
in on-premises, cloud, and hybrid environments. 
Improving your organization’s cyber hygiene can 
help prevent many of the breaches, outages, and 

disruptions businesses fall victim to today. Learn 
more about improving your cyber hygiene and 
request a no-cost, no-obligation cyber hygiene 
assessment here: https://www.tanium.com/cyber-
hygiene/.

Learn more about how state and local governments, 
educational institutions, federal civilian agencies, 
and multiple branches of the U.S. Armed Forces 
trust Tanium to help see and control every endpoint 
everywhere by visiting https://www.tanium.
com/solutions/state-and-local-government/.

Chris Cruz serves as Tanium’s Vertical CIO for SLED 
(State, Local, Education), bringing over 30 years 
of government and public sector leadership to 
the role, including tenure as the Director and 
CIO for the County of San Joaquin in Stockton, 
California. Prior to this position, he served as the 
State of California’s Deputy CIO. He was also the 
CIO for the California Department of Food and 
Agriculture, the Department of Health Care Services, 
and the first such leader for the Health Benefits 
Exchange, now referred to as Covered California.  

Cruz earned a Bachelor of Science Degree in Business 
Management from California State University at 
Sacramento and a certification from the UC Davis 
Master’s Program in Leadership Excellence.  He was 
recognized by StateScoop as one of the 2020 County 
Executive Leaders of the Year, and he received 
national honors from the National Association of 
State Chief Information Officers (NASCIO) as the 
2018 State Technology Innovator of the Year.
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6 New Policy 
Templates to Help 
You Enact CIS Critical 
Security Controls IG1  

Many security frameworks require that enterprises 
begin with creating a policy. A policy identifies 
procedures that implementers can use to meet 
the requirements of a security standard. As such, 
a policy helps to formalize one or more security 
controls as ongoing processes instead of ad hoc 
engagements, which provides better protection to 
an enterprise and its data.

The Center for Internet Security understands the 
importance of using policies to implement the CIS 
Critical Security Controls (CIS Controls). We also 
know how difficult it is to create a policy on your 
own, especially when you're working to establish 
essential cyber hygiene as a foundation via 
Implementation Group 1 (IG1). That's why we're 

We know how difficult it is to 
create a policy on your own, 
especially when you're working 
to establish essential cyber 
hygiene as a foundation via 
Implementation Group 1 (IG1). 
That's why we're excited to 
announce several new policy 
templates to help you enact IG1 in 
your enterprise!

excited to announce several new policy templates 
to help you enact IG1 in your enterprise!

Jump Off With These New Policy 
Templates!

The newly released policy templates include the 
following:

Software Asset Management Policy Template 
for CIS Control 2 – Software asset management 
is the process of procuring, identifying, tracking, 
maintaining, and removing software on enterprise 
assets. Software asset management is a difficult 
problem for an enterprise of any size. New 

Developing a new security policy on your own can be 
challenging, so CIS has created several new templates to 
help create effective policies to implement the CIS Controls
By Joshua Franklin
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software is constantly acquired, and it must be 
maintained, updated, and ultimately uninstalled.

Data Management Policy Template for CIS Control 
3 – An enterprise’s traditional boundaries no longer 
contain the entirety of an enterprise’s data. Data 
is stored in the cloud and accessed using phones 
and tablets. Even sensitive data is often shared 
with service providers located all over the world. 
The enterprise holds data related to finances, 
intellectual property, customers, and personnel. 
The loss of control over protected or otherwise 
sensitive data is a serious and often reportable 
business impact to include running afoul of local 
or national data regulations for protection of 
personal data. Data compromise may occur as 
a result of theft or espionage, or merely poorly 
understood data management rules and user error.

Secure Configuration Management Policy Template 
for CIS Control 4 – As delivered from developers, 
manufacturers, and resellers, the default 
configurations for enterprise assets and software 
are normally geared towards ease of deployment 
and ease of use rather than security. Permissive 
settings, open services and ports, default accounts 
or passwords, older (vulnerable) protocols, and 
pre-installation of unnecessary software can all 
be exploitable if left in their default state. Further, 
these security configuration updates need to be 
managed and maintained over the lifetime of all 
enterprise assets and software. Configuration 
updates also need to be tracked and approved 
through a configuration management workflow 
process to maintain a record that can be reviewed 
for compliance, leveraged for incident response, and 
available to support audits. Secure configurations 
are important to on-premises devices as well 
as remote devices, network devices, and cloud 
environments.

Account and Credential Management Policy 
Template for CIS Controls 5 and 6 – Accounts 
and credentials such as passwords are how we 
access phones, tablets, workstations, and web 
applications. Each of these accounts can be used 
to gain unauthorized access into an enterprise’s 
walled garden to steal data. There are many ways 
to covertly obtain access to accounts, such as weak 
passwords, old accounts from a fired employee, or 

passwords involved in a data breach for a separate 
company that are also used on your systems. There 
are also multiple types of accounts that often need 
to be managed.

Vulnerability Management Policy Template 
for CIS Control 7 – Cybersecurity professionals 
are constantly challenged by attackers actively 
searching for vulnerabilities within enterprise 
infrastructure to exploit and gain access. Defenders 
must leverage timely threat information available 
to them about software updates, patches, security 
advisories, threat bulletins, etc., and they should 
regularly review their environment to identify 
these vulnerabilities before the attackers do. 
Understanding and managing vulnerabilities is 
a continuous activity, requiring focus of time, 
attention, and resources.

Audit Log Management Policy Template for CIS 
Control 8 – Log collection and analysis is critical for 
an enterprise’s ability to detect malicious activity 
quickly. Sometimes audit records are the only 
evidence of a successful attack. Attackers know that 
many enterprises keep audit logs for compliance 
purposes, but they rarely analyze them. Attackers 
use this knowledge to hide their location, malicious 
software, and activities on victim machines. Due to 
poor or nonexistent log analysis processes, attackers 
sometimes control victim machines for months 
or years without anyone in the target enterprise 
knowing.

We designed all of our policy templates (including 
our Enterprise Asset Management Policy Template 
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for CIS Control 1 we released earlier) to function 
as a “jumping off point” for enterprises that need 
help drafting their own policies. IG1 enterprises are 
typically still working to establish essential cyber 
hygiene best practices. Using these policy templates, 
you can work to meet your cybersecurity goals at 
a faster pace than if you were working alone.

How To Use Each Policy

Let's be clear about how to use the six policy 
templates discussed above. To clarify, they will not 
be enough to construct a full policy suite. You will 
need other policies to address additional technology 
governance needs. Furthermore, each policy 
represented in a policy template is not a silo; many 
of the policies include applicable CIS Safeguards 
from multiple CIS Controls. For instance, the Secure 
Configuration Management Policy Template 
specifically addresses CIS Control 4, but it also helps 
you accomplish many different Controls at the same 
time.

The true value of the policy templates is that they're 
designed to supplement CIS Controls v8. You can 
therefore use them to help fulfill the Safeguards 
in IG1. Looking ahead, it's possible that future 
versions of these policy templates will expand 
their focus to the Safeguards of Implementation 
Group 2 (IG2) and Implementation Group 3 (IG3).

Ready to get a head start on creating a security 
policy for your enterprise? Visit https://www.
cisecurity.org/controls/v8#templates-v8 to 
download our new policy templates.

The true value of the policy 
templates is that they're designed 
to supplement CIS Controls v8. 
You can therefore use them to 
help fulfill the Safeguards in IG1.

Joshua Franklin is a Senior Security Engineer for 
the CIS Critical Security Controls at the Center for
Internet Security (CIS), where he is developing best 
practices for mobility, IoT, and elections. Prior to 
CIS, Franklin researched enterprise mobile security, 
cellular security, and electronic voting at the National 
Institute of Standards and Technology (NIST). 
While at NIST, he managed the mobile security 
laboratory at the National Cybersecurity Center 
of Excellence (NCCoE). Franklin graduated from 
George Mason University with a Master of Science 
in Information Security and Assurance. He has 
presented at a variety of cybersecurity conferences 
including DEF CON, RSA, and ShmooCon.
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LEARN HOW

Get Visibility and Control 
of Your Endpoints
Make sure your team can find unknown endpoints 
and close visibility gaps. Get a complimentary gap 
assessment today, available to CIS members.

Real-Time
Visibility

Comprehensive
Control

Rapid
Response
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Cyberside Chat
This Quarter's Topic: Policy Framework as a Force 
Multiplies

By Sean Atkinson, Chief Information Security Officer, CIS

A strong policy and documentation framework 
yields multiple benefits. The first and most critical 
is defining the standard of compliance within the 
organization. At some point, employees will look 
for baselines and defined guidance. By defining 
and managing the organization’s expectations of 
controls to effectively manage information systems, 
applications and data shall provide employees 
with that guidance. This is where a policy begins to 
embody that guidance, which is further outlined 
within the associated standards and procedures 
to actualize the organizational requirements. 

Strategies to utilize and define security control take 
many forms. The ultimate form of communication 
in most cases is the corporate policy that identifies 
both the risk and need for a strong security posture. 
Applying this posture to the context of the business 
and the business goals is increasingly important, as it 
can either enable the business or stifle it. Alignment 
and communication of core business needs is a very 
powerful multiplier, as the requirements of the 
business combined with the regulatory and control 
requirements make for an integrated approach 
to security management. Not incorporating 
these elements together will miss the point of a 
documentation framework; it will be one in “paper 
only” and not applied throughout the organization. 

Building the integration of business and security has 
never been more important. The multiplier effect 
identified above is to research and understand the 
business, business process assessment, criticality 
analysis, and the systems/data used in these 
processes. With this information in hand, you can 
contextualize the business and what regulations 
are required. You can understand your assets and 
how those assets are used to perform business 
activities through the input, process, and output of 
the systems/data used in context of the business

Alignment and communication 
of core business needs is a 
very powerful multiplier as the 
requirements of the business 
combined with the regulatory 
and control requirements make 
for an integrated approach 
to security management.

activities or “assets in action.” Regulations define 
how such assets will require specific controls 
within the common CIA triad (Confidentiality, 
Integrity, and Availability). Aligning the regulations 
and integration of best practices is needed to 
create a cohesive structured approach to policy 
management.

Audit and compliance functions utilize the 
document framework as the foundation for the 
audit playbook during an assessment. Organizations 
may decide to add the description of a control at a 
given point of time within a policy (which may be 
aspirational) where the organization has identified 
a compliance gap that requires remediation. In 
some cases, the timing and application of such 
a control may not be immediate, but resolved 
within a short timeframe. The discussion between 
assessor and the governance team requires a very 
strict definition of control fiction versus short-term 
aspirational goals. A distinction needs a very strict 
rule of thorough revised version control once a 
control is fully resolved. A control that will not be 
implemented should not be described without 
support or a plan of action to integrate. If such 
actions are not followed and a documentation 
framework is littered with written controls but 
no actual risk mitigation capability, the validity 
and utility of the framework loses all its force.
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Happy Holidays to our state, local, tribal, and 
territorial partners! This quarter saw your MS-
ISAC continue its steady growth with nearly 2,200 
new members joining our community this year 
alone. In addition, the EI-ISAC reached a significant 
milestone by welcoming its 3,500th member! 

But it is not just about numbers. It is about 
increasing cyber maturity across our community. 
Our MDBR, EDR, and Albert services are helping 
members do exactly that. The number of 
connections to potentially malicious domains 
blocked by Malicious Domain Blocking and 
Reporting (MDBR) now stands at 10.7 billion and 
growing across MS- and EI-ISAC organizations using 
the service. To put that in perspective, that is the 
equivalent of blocking more than 32 potentially 
malicious contacts for every person in the United 
States. Our Albert network monitoring and 
management solution now escalates an average 
of 23,000 alerts monthly for our SLTT customers, 
getting the alert to the member within an average 
of five minutes from the time of detection. Some 
80,000 endpoints across the MS- and EI-ISAC 
now receive endpoint protection through our 
Endpoint Security Services and Endpoint Detection 
& Response solutions. Through the MS-ISAC, 

The number of connections to 
potentially malicious domains 
blocked by Malicious Domain 
Blocking and Reporting (MDBR) 
now stands at 10.7 billion and 
growing across MS- and EI-ISAC 
organizations using the service. To 
put that in perspective, that is the 
equivalent of blocking more than 
32 potentially malicious contacts 
for every person in the United 
States.

members are receiving an unprecedented amount 
of no-cost and low-cost support to defend 
against a persistent and evolving cyber threat. 

This year, we have also seen previously unmatched 
levels of coordination and cooperation across 
the MS-ISAC, creating new possibilities and 
opportunities for even better days ahead. Today, 
we have member organizations participating in 
proof-of-value testing for enhanced MDBR and 
email security solutions that we expect to make 
available to the membership at large in 2023. 
We’ve seen significant growth of participation 
and engagement in our various working groups 
where peer organizations and individuals are 
collaborating and learning from one another every 
day. The high levels of engagement among our K-12 
members paved the way for the MS-ISAC’s first-
ever community report assessing the state of cyber 
preparedness and the nature of the cyber threat for 
K-12 schools and districts. This exciting development 
carries with it the possibility of migrating this 
model to other segments of our membership. 

We all know that the cyber threat to SLTTs is not 
going away, but our members can take comfort 
in the knowledge that your membership in the 
ISAC can help stem that tide. We encourage every 
member organization to continue to explore 
new ways to get the most out of your MS- and 
EI-ISAC membership by using our resources and 
attending our informative webinars. We are 
stronger and better together! Please also continue 
to recommend us to your peers and colleagues. 
Your endorsement and advocacy help bring on 
more organizations that need the support we 
provide. Have a happy and safe holiday, and 
thank you for letting us be a part of your team!

ISAC Update
By Paul Hoffman, Director of Stakeholder Engagement, MS-ISAC
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Upcoming Events

January

January 11
The Dutchess County Government will host the 
Hudson Valley Cyber Security Summit at Marist 
College in Poughkeepsie, New York. Representatives 
of community organizations, municipal 
governments, and private companies from across 
the region will gather to hear from industry experts 
on the latest industry developments and challenges. 
MS-ISAC Regional Engagement Manager Elijah 
Cedeno will speak on a panel on modernizing 
local government cybersecurity strategies. 
Learn more at DutchessNY.gov/CyberSummit. 

January 11 – 13 
The National Association of Election Officials 
will host its Joint Election Officials Liaison 
Conference (JEOLC) at the Ritz-Carlton in 
Pentagon City in Arlington, Virginia. The event will 
bring together election officials from across the 
country to evaluate the 2022 election cycle and drive 
the continuous improvement in the administration 
of elections and voter registration. EI-ISAC Senior 
Director Marci Andino will lead a session reviewing 
the threat patterns associated with the 2022 
General Election and steps that election officials 
can take to prepare for the 2024 General Election. 
Learn more at https://www.electioncenter.org/. 

January 27
Cyber Security Summit: Tampa will take place 
at the Hilton Tampa Downtown, bringing together 
business leaders and cybersecurity professionals 
to learn about the latest cyber threats. SLTT 
entities can receive free admission. Contact the CIS 
CyberMarket team for more details. Learn more at 
https://cybersecuritysummit.com/summit/tampa23/.

February

February 10
Cyber Security Summit: Atlanta will take place 
at the Grand Hyatt Atlanta, bringing together 

business leaders and cybersecurity professionals to 
learn about the latest cyber threats. Through our 
partnership, SLTT entities can receive free admission. 
Contact the CIS CyberMarket team for more 
details. Learn more at https://cybersecuritysummit.
com/summit/atlanta23-spring/.

February 8 – 10
The Idaho Education Technology Association (IETA) 
will host its IETA 2023 Conference at the Boise 
Center in Boise, Idaho. K-12 technology leaders 
and professionals from across the state will come 
together at the event to network and collaborate 
with peers as well as explore opportunities, 
resources, and best practices to improve and 
successfully integrate technology into their schools. 
MS-ISAC Regional Engagement Manager Michelle 
Nolan will lead a breakout session at the event 
on no-cost cybersecurity resources for public K-12 
schools. Learn more at https://ieta.events/.

February 11 – 14
The National Association of Counties (NACo) will 
host its 2023 NACo Legislative Conference at 
the Washington Hilton in Washington, D.C. The 
conference brings together nearly 2,000 elected and 
appointed county officials to focus on federal policy 
issues that impact counties and their residents. 
Attendees will have the opportunity to engage in 
second-to-none policy sessions, meet the members 
of the 118th Congress, and interact with federal 
agency officials. Learn more at https://www.
naco.org/events/2023-legislative-conference.

February 22
Cyber Security Summit: Silicon Valley will take 
place at the Santa Clara Marriott, bringing together 
business leaders and cybersecurity professionals to 
learn about the latest cyber threats. Through our 
partnership, SLTT entities can receive free admission. 
Contact the CIS CyberMarket team for more details. 
Learn more at https://cybersecuritysummit.com/
summit/siliconvalley23/.
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March

March 3
Cyber Security Summit: San Diego will take place 
at the Marriott Marquis San Diego Marina, bringing 
together business leaders and cybersecurity 
professionals to learn about the latest cyber threats.  
Through our partnership, SLTT entities can receive 
free admission. Contact the CIS CyberMarket 
team for more details. Learn more at https://
cybersecuritysummit.com/summit/sandiego23/. 

March 8
Cyber Security Summit: Seattle/Bellevue will 
take place at the Hyatt Regency Bellevue, bringing 
together business leaders and cybersecurity 
professionals to learn about the latest cyber threats. 
Through our partnership, SLTT entities can receive 
free admission. Contact the CIS CyberMarket 
team for more details. Learn more at https://
cybersecuritysummit.com/summit/seattle23/.

March 10
Cyber Security Summit: Huntsville will take place 
at the Huntsville Marriott in Huntsville, AL, bringing 
together business leaders and cybersecurity 
professionals to learn about the latest cyber threats.  
Through our partnership, SLTT entities can receive 
free admission. Contact the CIS CyberMarket 
team for more details. Learn more at https://
cybersecuritysummit.com/summit/huntsville23/. 

March 17
Cyber Security Summit: Miami will take place 
at the Hilton Miami Downtown, bringing together 
business leaders and cybersecurity professionals to 
learn about the latest cyber threats. Through our 
partnership, SLTT entities can receive free admission. 
Contact the CIS CyberMarket team for more details. 
Learn more at https://cybersecuritysummit.com/
summit/miami23/.

March 23
Cyber Security Summit: New York will take 
place at the Sheraton New York Times Square 
Hotel, bringing together business leaders and 
cybersecurity professionals to learn about the 
latest cyber threats. Through our partnership, 
SLTT entities can receive free admission. Contact 

the CIS CyberMarket team for more details. Learn 
more at https://cybersecuritysummit.com/summit/
newyork23-spring/.

March 26 – 28
The National League of Cities (NLC) will host its 
2023 NLC Congressional City Conference at 
the Marriott Marquis in Washington, D.C. Each 
year, the conference brings local leaders' voices 
to Washington, D.C. and provides them with the 
necessary tools and connections to help build a 
brighter future for our nation’s cities, towns, and 
villages. At the event, local government leaders 
will work together with the National League of 
Cities and their peers from around the country to 
strategically and effectively position local priorities 
into the national conversation. Learn more at 
https://ccc.nlc.org/.

April

April 17 – 20
The Alliance for Innovation will host its 2023 
Transforming Local Government Conference 
at the Kansas City InterContinental Hotel in Kansas 
City, Missouri. The event will bring together 
local government leaders and professionals 
from across the country to network with peers, 
learn from industry experts, and discover 
innovative solutions to their unique challenges. 
Learn more at https://transformgov.org/. 

April 24 – 27
RSA Conference 2023 will take place at the 
Moscone Center in San Francisco. Since 1995, the 
event has been one of the industry's premier 
events to bring information security leaders from 
around the world together to network and learn 
from each other. For 2023, the event's theme will 
be Stronger Together, emphasizing that we are a 
community of many. No one goes it alone; we build 
on each other’s diverse knowledge to create the 
next breakthrough—exchanging ideas, sharing our 
success stories, and bravely examining our failures. 
The CIS team will be on the show floor at Booth 
6378 the North Expo, sharing our cybersecurity 
tools and resources with the community. Learn 
more at https://www.rsaconference.com/usa. 
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